
DEPARTMENT OF THE ARMY
UNITED STATES ARMY INTELLIGENCE AND SECURITY COMMAND

FREEDOM OF INFORMATIONIPRIVACY OFFICE
FORT GEORGE G. MEADE, MARYLAND 20755-5995

REPL Y TO
A TTENTION OF:

November 8, 2002

Freedom of Information/
Privacy Office

Mr. John Young
CRYPTOME
251 West 89th Street
Suite 6E
New York, New York 10024

Dear Mr. Young:

References:

a. Your Freedom of Information Act (FOIA) request for records concerning various dossiers.
Your request was received in this office on April 18, 2001.

b. Our letter of April 20, 2001, informing you that additional time was needed to review the
records and we were unable to comply with the 20-day statutory time limit.

We have conducted checks of the automated Defense Clearance and Investigations Index and
a search of the Investigative Records Repository to determine the existence of Army intelligence
investigative records responsive to your request.

We have located records pertaining to your request on Czechoslovakia Intelligence Services
Tradescraft, ZF400205W. We have completed a mandatory declassification review in
accordance with Executive Order (EO) 12958. As a result of our review, information has been
sanitized and 162 pages of records are denied in their entirety as the information is currently and
properly classified SECRET and CONFIDENTIAL according to Sections 1.3(a)(2), 1.3(a)(3),
1.5(b) and 1.5(c) of EO 12958. This information is exempt from the public disclosure provisions
of the FOIA pursuant to Title 5 U.S. Code 552(b)(1). It is not possible to reasonably segregate
meaningful portions of the withheld pages for release. On March 9, 1999, the President
exempted the file series in which these records are maintained from the automatic
declassification provisions of EO 12958, Section 3.4, pertaining to classified records more than
25 years old. The records are enclosed for your use. A brief explanation of the applicable
sections follows:
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Section 1.3(a)(2) of EO 12958 provides that information shall be classified SECRET it is
unauthorized disclosure reasonably could be expected to cause serious damage to the national
security.

Section 1.3(a)(3) of EO 12958 provides that information shall be classified CONFIDENTIAL
if its unauthorized disclosure reasonably could be expected to cause damage to the national
security.

Section 1.5(b) of EO 12958 provides that foreign government information shall be considered
for classification protection.

Section 1.5(c) of EO 12958 provides that information pertaining to intelligence activities,
intelligence sources or methods, and cryptologic information shall be considered for
classification protection.

Since the release of the information would result in an unwarranted invasion of the privacy
rights of the individual concerned, this information is exempt from the public disclosure
provisions of the FOIA per TWe 5 U.S. Code 552 (b)(6) and (b)(7)(C).

In addition, information has been sanitized from the records and 162 pages of the same pages
withheld under (b)(1) are also denied in their entirety, as the release of the information would
reveal the identity of confidential sources and sensitive investigative methodologies. This
information is exempt from public disclosure pursuant to Title 5 U.S. Code 552 (b)(7)(D) and
(b)(7)(E). The significant and legitimate governmental purpose to be served by withholding is
that a viable and effective intelligence investigative capability is dependent upon protection of
confidential sources and sensitive investigative methodologies.

In summary, we have denied a total of 162 pages, because of one or more exemptions.

The withholding of the information described above is a partial denial of your request. This
denial is made on behalf of Major General Keith B. Alexander, the Commanding General, U.S.
Army Intelligence and Security Command, who is the Initial Denial Authority for Army
intelligence investigative and security records under the FOIA. You have the right to appeal this
decision to the Secretary of the Army. If you wish to file an appeal, you should forward it to this
office. Your appeal must be postmarked no later than 60 calendar days from the date of this
letter. After the 60-day period, the case may be considered closed; however, such closure does
not preclude you from filing litigation in the courts.
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FREEDOM OF INFORMATION ACT/PRIVACY ACT
DELETED PAGE (S) INFORMATION SHEET

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

D

D
D

Information has been withheld in its entirety in
accordance with the following exemption(s) :

(7) (D)5 use 552 (b)

It is not reasonable to segregate meaningful portions
of the record for release.

Informa.tion pertains solely to
no reference to you and/or the
request.

another individual with
subject of your

Information
It has been
response to

originated with another government agency.
referred to them for review and direct
you.

InformaLtion originated with one or more government
agenciE~s. We are coordinating to determine the
releasability of information under their purview.
Upon completion of our coordination, we will advise
you of their decision.

DELETED PAGE(S)
NO DUPLICATION FEE

FOR THIS PAGE

Page (s)

IAGPA-CSF Form 6--R

1 Sep 93
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! c:l C

~
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3. J
.
Unfortunately, the photographs of the container~ ';.'1' h:ir mechar,isms which
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FREEDOM OF INFORMATION ACT/PRIVACY ACT
DELETED PAGE (S) INFORMATION SHEET

Indicated below are one or more statements which provide a brief
rationale for the deletion of this page.

D

D
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Information has been withheld in its entirety in
accordance with the following exemption(s) :

It is not reasonable to segregate meaningful portions
of the record for release.

Information pertains solely to
no reference to you and/or the
request.

another individual with
subject of your

Information
It has been
response to

originated with another government agency.
referred to them for review and direct
you.

Information originated with one or more government
agencies. We are coordinating to determine the
releasability of information under their purview.
Upon completion of our coordination, we will advise
you of their decision.

DELETED PAGE(S)
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1. (U) F.EFERENC~S: a. Letter, Field St&tion IV, subject
and file ~s hoove, dated 16 August 1960.

b. Operational Frocedures, 15-25, Headsu~rters 66th 1:1
Group, dated 14 June 1960.

2. ~ FGR~hRDED: Sunmary of Infor~&tion, Field Station IV,
subject: Czechoslovakian Intelligence Service, He' ~odus Cperandi
(C), fi~e ~~-567293/d, d~ted 20 September 1960.
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PREPARING OFFICE
Field Station IV, 66th )(1" Group;
SUBJECT

Czechoslovakian Intelligence
Service

)ReI )fodus Operandi ~(«
SUJotMARY OF INFORWA TION
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DATE
20 September 1960

APe 108, US Forces EE-567298/d
CODE FOR USE IN INDIVIDUAL PARAGRAPH EVALUATION
OF SOURCE: OF INFORMATION:'
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NOT USUALLY RELIABLE. . . . D DOUBTFULLYTRUE. . . . . . . . 4UNRELIABLE.. . .' . . . . . .. IMPROBABLE I
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HEADQ TERS REGIOn III
66TH COUNTER INTELLIGEKCE CORPS GROUP

mHTED STATES ARk'Y, EUROPE
APO 757 US ARMY

D-348745; 111-36101 9 September 1954

SUBJECT: (~ryptographic Material ICM 2-54 (FO)
\

TO: eommanding Officn~craded CON .DENT:AL by authority Of
66th CIC Group &1 {I -; y..::OC~
.UO 154, US Army.' - ~
.lTTN: Maj MEYER on

.
~'L'~.L-:>7 -

- . --

\

1. JiEFERENCE: Intelligence Collection Memorand~
#2-54 (Fa), your headquarters, dated 3 June 1954, subject
and file al:J above.

2. J~ORWARDED~~------------
- ..~

t

i

Source WAit i~
and is eva1ua~ed B.

- ------

J

Incl: a/s

Tel: HITKOSKI/vl/7865

cfZ.- '5. ~
IRA K EWALT q
Lt Col. Qrd ~.1 I"

Commanding
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lEA. TFRS RIDlON III
.~TH CO nr.'ELLIG~CE CffiPS GROUP

ED STATESARMY EUROPE
.APO 757 US ARY.I

D-348745; TII-J6l01

SUBJ~T: Cr7Ptographic Materal ICM 2->4 (re)

17.!ugust'l954

TO: Commanding Otficer_ Reore.ded , 0"...:.-
66th CIe Group ~

'

/ I

.tPO 154, tt5.1 't"fJf3
AT'1'N: CE Dirlsion On I

~ T' AL b
N

. Y authority 01
--,.

-

1. REFERENCE: Intelligence Collection Memorandum12-5h (FO),
Headquarters, 66th CIe Group, dated :3 June e t and file as
above.

. . ..

-IL. /J. F~6.
~~

~ I. EwALT .

Lt C01 OrdC
Commanding

.3. CONrROL OF INFCID'AT;[ON: Source".!" ~
) aoo evaluated B. "~"

L

\
\;,

1 Inel: a/s

Telt NrmC6KI/kc/786S
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SUBJECTI Cr;rptc:>graphlc lIaterlal ICM 2-54 (R)

23 July 1954

Ccmnanding Officer
66th (~IC Group Regraded ""'ONF.APO154~ tE .Arnty~ - I. TIAL by lJuthor11y dI.1'I'1'N1 CE Dlrleion

/ ~J

on ~c t.C.-<-/.~7 - _ . ~
1. RE1"ERE:NCEIIntelligence Collect1~ MeJ1orandUJ'/ln~b€r 2-54- (ro),

~adquarters, 66th crc GroUD. dated '3 June 19r;'b. Sub~ed. and rUe a.~ A'h~~_

? FW Rnvn
(-

1
----_

3. CON'iROL OF INFCID'JATI0~:
i

Source i!l Statt~
,

' "J.",(
.and evaluated B.,
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/~(S,~.

I lR\' X. ~WALT 1

'1'--
,

Lt Col OrdC
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- HEADQU RS REGION XI

66TH COUNTER INTELLIGENCE CORPS
UNITED STATES ARMY,EUROPE
XPO 800 US ARMY

GROUP

XI-4378

SUBJECT:

14 July 1954

Intelligence Collection Memorandum No.2-54 (FO)

RE: Cryptographic Material

TO: Commanding Officer
> 66th CIC Group ~ecraded CONF
APO 154, US Armye y
ATTN: Maj MEYER .-

Or") * c:'~-/ 7

ENTIAL by authortty oJ
/;Y

.. 1. REFERENCE: Intelligence Collection Memorandum No.
2-54, dated 3 June 1954, paragraph 2d.

2. FORWARDED:
dated 14 July 1954.

Agent Report, Subject and file as above,

a. Source: Source "A" is('''---

01

c:
en
o
ti'
ti'
1"~

g

3. CONTROL OF INFORMATION:

b. Eva1ua 0
ed usuall y reliable. 1:::'

1 /

ource: Source "A" is consider-

o. Relationship of Source to Target: Source "A"
is a licensed "Ham" radio operator in BAMBERG and has had
radio contact from two persons listed in Agent Report.

d. How Information 'Ias Obtained: Source "A" ob-
tained the information from reading "DaB DL - QTC - Zeit-
8chrift fur den Kurzwe11en - Amateur."

01

c::
U>(")
01.~
01 c

N
C>

g

e. Date Information Was Obtained: 2 April 1954. o-
Agent:

f. Date On Which Information Was Reported to
2 June 1954.

g. Other Data ~fecting Accuracy
l5EST COpy AVAILABI.1!'

Status of Case: Closed.

of ..1nformation:
None.

~tON Xl
~~~u ~

.. 5. JULI '9~~

h.

AL by authorIty 01
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XI-4378 'n ~-=? c.: S-r t - - _

SUBJECT: Intelligence Collection Memorandum
HE: Cryptc>graphic Material

thorlty Of

14. July:-1954
No. 2"~54, (FO)

4. R1~MA.RKS :

a.. While information was taken from a German
magazine i1; is reported as being applicable to information
desired in reference memorandum.

b.. Request information as to whether similar in-
forma tion E,hould be reported in the future.

1 Incl
AR, Rgn XI, dtd
14 Jul 54 (6 cy)
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Gommanding Officer
Army Security Agency
!.PO 757,'.US Army
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1. Attached is copy
V-7234, S'Jbjectf

".

with exhibit as in~icated.

of Agent Report, Rebion V, rile
.'

-.-, dated 22 June 1950.
(11
,.;',
p..-,'

2. !\eql.:estthat your organiza'Cion
inforIC1atior: ami advise this Headquarters
sisnificanc:e of the ma terta1.

analyze the enclosed
as to the nature and
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D UARTERS, EUROPEAN COMMAND

FILE NO: V-7234
SUBJECT;CSRBord8rJ.etlvltYnhnhh.-nhw.h.nn.n ..nnnn ...n n DATE: .22 June 1950

IN".b.r eoclt ..mo or ",I",,'. con.ecu'lv.ly. f111 I" .och col"..n, .IIIn.d ~.lIltdy
drow olin. ocro.. 'h. .h..'. V.. enllr. wid'h of ah.e' for lon8 "'..orondo.)

. .. .
1M. ~ ,,_ ~. .. .. .

1 ~ Reg
j V

~Hqs 66tp
'CIC Det:
:Attn: ;

'BEHGSTROM. .. .

22 j 1. Fo~~rded is Short ~~nt Report,
Jun ~ Subj ec~ t date and tile as above) to r your Infor-
1950 mat ion.

2. CON'ffiOL OF llITORMATION:

So~ce ot Information: German CU8~oms POlice.

Mathod by Which Information was Obtained: Dire ctint ern f!IVI.

'0. Chain of Sources and Sub-Sources:
to ~eporting ARent.

German Customs POlice

.d.
evaiuated C.

:e. Position or Source in Relation to Target:
pursuit Qf Target.

Name and .Evaluation of Each: German Customs POlice

Source was in

:f. Dat~ of Informa tion: 5 June 1950.

. ..

. .. .. .. .
:g. Dat~ Inro~tion Reported by Souroe: 15 June 1950.

:: : 3. It is believed that decoding and
in terpret;atlon of conte*ts of envelope attached to Agent Report may
rev~al l~rormatlon ot a~positive intelligence nature.

~~ --

. .
Incl: AIft) a(s .j./Enve16~e

; : ~lblt"A ) attached to orig. AIR
'.
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DISTRIBUTION:. ~

~ 3 - H:qs 66th1 CIC De~ EXCLt-r;:::~
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AGENT REPORT et
L NAME Of SUBJECT OR T!TU OF INODDfT %. CAn SUBMITTED

. CBR Border Activity ). CDKTJIOI. SYIoIJOI. OR FlI.£ 110.

V-'7234

&. R£J'ORT Of FlNDIN(05

On 15 June 1950 German Customs Polioe stationed at NJIDKIRCHEN
(N50/U88) atated to the undersigned that on 5 June 1950 while on
patrol in the vicinity or NEUKIRCHENbetween BUCHE': (N49/U74) and
SILBE:tBACH (cna) in the torest extending to the OaBER )fountain they
saw two men !leeing from Bavaria toward the CSR. The polioe were
unable to aPprehend or to obtain a desoription ot the tugi tives;
however. th~plcked up the envelope with oon~ents (attaohed as
EXhibit "A"] which they believed waS dropped by the fleeing men.
The envelope oontains a notebook ot ooded notations utilizing short-
hand, tigures and notes ot music plus papers which appear to be
sectionsot a map also marked in code. (C-3)

(APPROvED:
,- /)

l -r- {/

T E.A14 CO~AND.ER
C001\1':c;R E3?ION AGE TEAM

!ncl: Exhibit "A" as stated attached to orig. AIR

P5EST copy AVAILAB1.1!i

.~
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Is. TYPED PIAM£ AAD OR\OAPIIZA T10fI Of SI'£CW..

\ 66th CIC Deta~men~~e~~gloWt
W D ~D fOllf 3 41 .. .. a r ,..UfT\'.GmsC-l

I JU. 47

L SI~T1JR[ Of SI'£CW..AIi.EHT
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5 use 552a (b) (1)

S
) 5 use 552a (b) (7) (0)

COUNTER LIGENCE CORPS REGION I
7970TH COUNTER INTELLIGENCE CORPS GROUP,

EURPPEAN COMMAND 5 use 552a (b) (7) (E)

r

. APO 154
. 3m/ir.

27 August 1943

1-15261

rs tE.T!;Gl,

' .
HE : ezeeho~lovekiBn Intelligence

,
Orgl'nizBtioM

TO : Comm~ruting Of'ficer, 7970th eIe Group, !:uropepn Col!UJ!pnd, APO 757,
l5 Army

Forwarded for your informetion.

. .;
~

1 fuel: A/R dtd 25 Aug 43

StuttgRrt 9J255/417/Ros~
oro

~~

FOR THE CClJ1.!.A1l!JING OFFICER:
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